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1. How to Enroll with ID.me

Prerequisites

Personal Email address & Mobile phone number.

Social Security Number (SSN), National Provider Identification number
(NPI) & Drug Enforcement Administration certification number (DEA
number) Note: The user will be asked to indicate each DEA schedule
that you are certified to prescribe.

State driver’s license, other State issued photo ID, Passport, or Passport
card for ID proofing.

An Android or 10S (Apple) smartphone with Internet & camera to
download mobile app & scan QR code.

Decide whether you want to verify your identity when prescribing by

1. Clicking on a push notification on your smartphone
-Or-
2. Typing a six-digit code displayed on your smartphone into ID.me
complete your sign-in screen
If you want to

Click on push notifications, click the URL below in the email that has
been sent to your smartphone or desktop computer (so the user can
download ID.me app with his phone later).

Type six-digit codes, click the URL below in the email, that has been sent
to your laptop or desktop computer (so the user can scan the QR code
displayed with your phone later).

Step1: Click the link, https://h2hdigitalrx.com/enrollment.html that we send
in our email communication.

Step 2: Link will be directed to a Hosted Landing Page (HLP) which has
prerequisite Info required for enrollment process, link to step-by-step
enrollment guide, and a clickable button “Verify with ID.me” which will direct
to ID.me Sign In page.


https://h2hdigitalrx.com/enrollment.html
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Enroll with ID.me for ID Proofing & Two factor authentication for
H2H Digital Rx EPCS capability.

Have this ready and on-hand with you before ID.me Registration

1. Personal Email-iD & Mobile number

2. SSN, NPI & DEA Certification [You will be asked to check each DEA schedule that you are certified to
prescribe]

3. State license [OR] State ID [OR] Passport [OR] Passport card for ID proofing
4. An Android or I0S (Apple) smartphone with Interet & camera to download mobile app & scan QR Code

m Verify with ID.me

Help Documents:

« Here IS the Enroliment Guide to access directions on how to begin registering with ID.me now. The
process should take between 10-20 minutes

« Here is the H2H+ID me_Info supporting document which speaks about why do prescribers need to verify
thier identity with 1D.me

« Here is the "Virtual in Person Proofing” document to understand what will be required of providers that
are unsuccessful in the online identity proofing workflow during Initial enroliment with ID.me

Figure 1: Hosted Landing Page with prerequisite info and button to “Verify with ID.me”
1.1 ID.me Sign-in
e ID.me sign-in screen appears, please click the “sign up for an account”

link as shown in the screenshot.
ID.me + © @igitalr

Signin i o g

o |

Password

Forgos Password
Or sign inwith

froowox (G Oogo gy Unkedn

ol N s

Whot s Dome? | Torms of Sorvice | Privocy Policy

Figure 2: Sign In screen of ID.me

e Select an option to sign-in for ID.me account.
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e The user can either sign-up with existing social account credentials (or)
create a new account.

ID.me + O @igital R

& Go back

Sign In or sign up for an account

Choose from the following options

f Facebook G Google in Linkedin

Or sign in with

ID.me

WhatisID.me? | Terms of Service | Privacy Policy

Figure 3: Sign up for an account screen

1.2 ID.me Sign-up

e Sign-up by entering email address, password, and confirm the password
in the sign-up screen.

ID.me + O @Digital R,

Sign Up ov siga oo vour aooos

Email
Password

Confirm paseword

f rocetoo G oooglo in Unkean

View more sign up options

Figure 4: Sign up screen and fields to enter

e “Confirm your email address screen” appears. Please do not close this
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screen.
e An email will be sent to the email address used to sign up for ID.me with
a link that the user must click to confirm his email.
e Navigate to his email inbox in a new tab or web browser window, find
the confirmation email and click the link.

ID.me + © QDigital R,

CONFIRM YOUR EMAIL ADDRESS

Aftor your emall is confirmed, return to this page
to continue

WP Send I8 sgaln

Lreceive the oot
\
Wiy €0 | nee } confirm ey email?

What s IDme? | Tormas of Sorvico | Privacy Policy

Figure 5: Confirm your email address screen
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1.3 Password Reset

e Ifauser needs to reset their password, click the “Forgot password”
hyperlink.

Signin toID.me

MNew to ID.me?
Create an ID.me account

Ernail

Enter your ermail

Password

Enter your password

Sign in to ID.me

‘ Forgot password

Or sign inwith
f Focebook & rppe 5 coogle

View more options >

Figure 6
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e Enter the registered email address to get Reset Password link and six-

digit code.
e C(lick on the Continue button.

ID.me

RESET YOUR PASSWORD

Please enter your email address so we can send
you a link that allows you to reset your password.

Email

‘ anupamarekhalo@gmail.com

e -

Figure 7

e “Your password reset link” email will be sent to the user registered

email address.

RESET YOUR PASSWORD

™

We sent an ermail to
anupamarekhal0@gmail.com. Please check your
inbox and follow the instructions to reset your
password.

This email's subject line will read, "Your [Dome
password reset lir

1 cannot find the ema
"k your Spam folder.
It can take up to 10 minutes to receive this ernail.

within your Inbox, ple

After your email is confirmed, return to this page
to continue.

Didn't receive the email? Send it again

Can't click on the button in your email?

Enter the 6-digit code from the email below.

Figure 8

8
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e The user will receive an email with Reset password link and six-digit
code.

e This email presents the user with two options:
A) Reset Your Password (Clickable link)
B) Enter a six-digit code

ID.me

0,

Reset Your Password

Please click the link below to resetyour password.

‘ Reset your password

Please note: This link will expire in 15 minutes.

Can't click the button in this email?

Copy this code and enter it in your browser to complete the confirmation.

—) 231991

Figure 9

A) If the user selects Clickable link “Reset your Password”.

ID.me

9

Reset Your Password

Please click the link below to reset your password.

‘ Reset your password

Please note: This link will expire in 15 minutes.

Can't click the button in this email?

Copy this code and enter it in your browser to complete the confirmation.

231991
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e Enter New
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Figure 10

confirm new password.

e (lick on Continue

button.

password and

ID.me

RESET YOUR PASSWORD

New password

Confirm new password

What is ID.me? Terms of Service | Privacy Policy

New password

aranan

Confirm new password

ID.me

RESET YOUR PASSWORD

arasnen

What s ID.me? | Terms of Service | Privacy Policy

Figure 11

Figure 12

e The user will get success screen and instructions to “return to the other

window or tab.”

ID.me

J

Your password has been reset!

Please return to the other window or tab to
continue with Ritwik Software.

You may now close this browser window or tab.

WhatisID.me? | Terms of Service | Privacy Policy

Figure 13

10
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o After resetting their password, the user should go back to the ID.me log
in screen.

e Now, the user can login with new password.

SignintoID.me

New to ID.me?

Create an ID.me account

Your password has been reset!

Ermail

Enter your email

Possword

Enter your password

Forgot password

Or sign in with
f Focebook [ & ocoogs

View mora aptions »

Figure 14

B) If the user selects six-digit code

ID.me

)

Reset Your Password

Pleass click the link below te reset your password.

Reset your password

Please note: This link will expire in 15 minutes.

Can't click the button in this email?

Copy this code and enter it in your browser to complete the confirmation.

231801

Figure 15
11
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¢ Enter the six-digit code.
e (lick on the Continue button.

ID.me

RESET YOUR PASSWORD

&~

We sert an email to
anupamarekhal0@gmail.com. Please check your
inbox and follow the instructions to reset your
password.

This email's subject line will read, “¥our ID.me
password reset link.” I you cannot find the email
within your Inbax, please check your Spam folder.
It can take up to 10 minutes to receive this email.

After your email is confirmed, return to this page
to continue.

Didn't receive the email? Send it again

Can't click on the button in your email?

Enter the &-digit code from the email below.

Why do | need to confirm my email?

Figure 16

12
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e Enter New password and confirm new password.
¢ (lick on Continue button.

ID.me ID.me
RESET YOUR PASSWORD RESET YOUR PASSWORD
New password New password
Confirm new password Confirm new password
What is ID.me? | Terms of Service | Privacy Policy What isIDme? | Terms of Service | Privacy Policy
Figure 17 Figure 18

e After resetting their password, this update will automatically send users
back to the ID.me log in screen.

ID.me

Your password has been reset!

You will now be redirected back to the login page
to continue with ID.me.

Please click here if you are not redirected in a few
seconds.

Figure 19

13
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1.4 Options to Set-Up Two-Factor Authentication
e “SECURE YOUR ACCOUNT?” is the screen that appears after the user
clicks the confirmation link.

e This screen will display two options to set-up two-factor authentication:
[A] Push Notification

[B] Code Generator App

ID.me

SECURE YOUR ACCOUNT

o :

With multi-factor authentication (MFA), even if
someone guesses your passwaord, they won't be
able to sign in as you.

Choose an MFA option

Push Notification
Approve sign-ins via push notifications sent
to the ID.me Authenticator mobile app.

(++x2] cCode Generator Application
Generate verification codes via code
generator apps like ID.me Authenticator.

Figure 20: Secure your account screen with options available
to set-up two factor authentication

Note:

Push Notification: By enrolling in this method, the user will receive a
“push notification” at ID.me Authenticator app (at mobile) that the
user can tap-to-approve sign-ins, without needing to enter the
otherwise necessary six-digit authorization code - time saver.

Code generator: Generates a six-digit numeric code at ID.me
Authenticator app (at mobile) that the user needs to enter in as part
of two-factor authentication.

14
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1.5 Download the ID.me Authenticator App

e “SECURE YOUR ACCOUNT” screen appears:

There are two methods,

user can use to download the ID.me Authenticator App:

[1.5.1] Text Message Method
[1.5.2] Email Method

ID.me

SECURE YOUR ACCOUNT

To enroll with your phone number using an activation
link, you will need version 1.5.0 or greater of the ID.me
Authenticator app to proceed.

o How do | check or update my app? Learn more

Choose app download method

Please download the ID.me Authenticator app to
your smartphone or tablet device to get started

Enroll in Code Generator with an activation link

* Use this option if you are currently on a mobile device

l Text message Email

Your phone number

Enroll with barcode [ secret key

I Go back

Figure 21: Secure your account screen with download mobile app methods

Note: To go with Push Notification, the user must download the ID.me

Authenticator App over mobile/iPad device.

1.5.1 Text Message Method

o If the user selects Text Message method: Enter mobile phone number
and receive a text message that includes a link to App Store.

15
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< 56161940

24 Jur

Please click on this

link to download the

|D.me Authenticator

application: https://
authenticatorsandbox.page.link/
8Vp7PxobD9y8UHz|8

AirTel (SIM1)1:00 M

@ [Type text message >

Figure 22: Screen-print taken from mobile device with
download mobile app method

1.5.2 Email Method

e If the user selects Email method: The user would need to open email on
his phone to access the App Store.

Instructions for downioading the ID.me Authenticator app

iD.me +keiaBidme

ID.me

Please instail the ID.me Authenticator app on your iOS or Android device by
ciicking one of the links below

& oo Siore

« Add an additional layer of security to your account

« Approve sign-ins via push nolification or one-ime passcode for secure
access

« World-ciass information security keeps your data safe

©.me oF received this
ontact nep@ic me

Figure 23: Screen-print taken from email with download mobile app method

e The user can download the ID.me Authenticator app from the App
Store/Google Play.

16
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Figure 24: ID.me Authenticator app in the app store

1.6 Multi-factor Authentication (MFA)
e If someone guesses the ID.me registered user password, they won't be
able to sign in as you.
There are two options:
[1.6.1] Push Notification
[1.6.2] Code Generator

17
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ID.me + @ @igitair,

SECURE YOUR ACCOUNT

o : -

With multi-factor authentication (MFA), even if
someone guesses your password, they won't be
able to sign in as you.

Choose an MFA option

Push Notification
Approve sign-ins via push notifications sent to

the ID.me Authenticator mobile app.

Code Generator Application

Generate verification codes via code generator
apps like ID.me Authenticator.

Figure 25

1.6.1 Push Notification

e After downloading the ID.me authenticator app, an alert will pop-up
requesting that the user will allow notifications.

e Select “Allow” to receive notifications.

Figure 26: Pop-up requesting to allow notifications in mobile device

18
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e Please select (click on) the “Registration Request” notification.

LELE

< fco T

inm ... o=

N Registration Request
[ &

Figure 27: Registration request screen to select

e Select "Yes" on Registration Request screen to complete registration.

Registration Request

Approve this sign in?

No

Figure 28: Registration request screen with Yes
and No options to select

19



™
@ @igital R, Enrollment Guide for Identity Proofing &
Dual Factor Authentication

e When the user confirms the enrollment and receive the “Registration
Success” prompt, the 2-factor enrollment process will be completed.
e Th user can close the application.

ID.me + @ Digital R,

SECURE YOUR ACCOUNT

Scan the barcode

Open a code generator app like ID.me
Authenticator on your phone or tablet and scan
the QR code below.

Click "Continue” once you have successfully
scanned the code with your device.

If you are unable to scan the QR code, enter the
below code manually in your phone’s app

IBMGFBNQZTMLHYCZ

Figure 29: Registration Success Screen in Mobile device
1.6.2 Code Generator
e [f the user chooses “Code Generator” at SECURE YOUR ACCOUNT
screen instead of Push Notification.

e The user will be presented with a screen that will give instructions and
a QR code to scan.

4:36 -
<« Cmail '

ID.me

0))

-
1l

o Registration Success

New device successfully registered.

Push-Notification

ID.ME

Taylor.Smith+2987200@gmail.com

Figure 30: Secure your account screen with
Scan barcode option for Code Generator

20
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e To scan the QR Code from the web screen, the user needs to search for
and download the “ID.me Authenticator” application from his phone.

¢ And then the user can open the application.

L3
OET [

Figure 31: ID.me Authenticator app in the app store
e (o to ID.me authenticator app home screen on your mobile device.

e The user can add his account for Code Generator by selecting the green
"+" sign in the top right-hand corner of the screen.

Figure 32: ID.me Authenticator mobile app home screen displaying
“Approve Push Notification” & “Use as Code Generator”

e The “Add Account” screen displays.
e C(lick the Scan QR Code button at the bottom of the screen.

21
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Figure 33: Add Account screen with “Scan QR code” button

¢ A QR scanning box appears.
e Position your phone so the QR code on the laptop screen is in the box.

e When the app automatically captures the QR code, it advances to the
next screen.

Figure 34: Scan QR Code option over mobile device

e Once scanned, app will generate a six-digit code to be entered on the
next web screen.

22
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9:43 w T -

ID.me + =

Code Generator

256 897 ©

aylor.Smith+2987200@;

G.

Figure 35: Six-digit code appearing over mobile device

e Enter six-digit code in the field provided and click “Continue”.

ID.me + @ Qigital .

SECURE YOUR ACCOUNT
Confirm your device

Please check your code generator app and enter
the 6-digit code to complete securing your
account.

Enter the 6-digit code

035219
Name your device

cptional

w

WhatisID.me? 1 Terms of Service 1 Privacy Policy

Figure 36: Enter six-digit code over “Confirm your device” screen

e If the code matches what ID.me is expecting, user will see a screen
confirming that completed the two-factor authentication enrollment

23
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ID.me + © Qigitai R,

YOUR ACCOUNT IS NOW SECURE

You have secured y

1t with two-factor
erator application

=7

authentication using

Recovery code [N

A recovery code can be used in the event you lose
access to your two-factor authentication device

Generate recovery code ‘

4

Figure 37: Confirmation & Generate Recovery Code screen

e This confirmation screen will also have a Recovery Code, which can be
used in the event when the user lose access for two-factor
authentication device.

e Please save the recovery code in a secure location for possible future

use.

e After saving the recovery code (for Code Generator method), the next
screens are related to the identity verification process.

ID.me + @ @igitai .

SECURE YOUR ACCOUNT

=

Save your recovery code

trusted

Picase print, write down or downioad a
copy of this code

IDME-S5VVB-M7SS-NS3V

Romind me later

1 have copied the recovery code

Figure 38: Recovery Code screen

24
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1.7 Verification Methods

e Th user may choose any of the four verification methods available by
clicking the appropriate button:

[1.7.1] Upload photos of your driver's license or state ID
[1.7.2] Upload a photo of your passport
[1.7.3] Upload photos of your passport card

ID.me

VERIFY YOUR IDENTITY

We'll need permission to use details from your
credit profile and other public sources to verify
your identity. This will not affect your credit score.
You will only need to verify your identity once.

Choose a verification method

|=| Upload photos of your license or state ID
Upload photos of your driver’s license or
state ID, and enter your Social Security

number.

Upload a photo of your passport
Upload a photo of your passport and enter
=

your Social Security number.

@=| Upload photos of your passport card

Upload photos of your passport card and
enter your Social Security number.

Figure 39

1.7.1 Upload Photos of your License or State ID

e The user can go with either “Take photo” or with “Choose Image”
option to upload photos as per the requirement.

e Select “Choose Image” option.

25
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ID.me

Choose how to submit photos

License Change

E@ Take photo
Receive a link on a smartphone to take a
photo
Select
OR
@ Choose Image

~ Upload an image from your current device

Select
Figure 40

e Upload photos of the front & back side of the driver's license or state ID.

e Once upload is done, click “Continue”.

ID.me

VERIFY YOUR IDENTITY

1 3 4 5
VERIFY YOUR IDENTITY ©
, n s = . Upload photo of your driver's license or
state ID

Uplood photo of your driver’s license or
state ID

]
i
H
H
H
H
i
H
H
H
H
H
H
H
i
H
H
i
H
H
H
H
H
'
H
H
H
H
H
H
H
'
H

Upload photo of driver’s license or state 1D

[ FRONT)
SR 5= €)
&N -4
+ C<ITACAODODDODAALCCLCLCCCLLLLCLLLL
6412308F22123041TACCCCCC<<c<<O
Upload photo of driver’s licomse or state 1D ROSSIC<BIANCA<CCCLLLCLCLCCCCLC<L<
{BaACK ] A

Take a different photo (back)

—
Back ‘

I Back ]
your
s&“ﬂgﬁmﬁs\h&ﬁmg;m“m e Please check the following to make sure your

document can be processed:

* The image is clear and not blurry
(including your photo and/or barcode)

All information is visible (e.g., expiration
date)

= The dooumert @ nol captured al an angle

The document is not captured at an angle

Figure 41 26 Figure 42
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¢ Video selfie can be uploaded by one of the methods:
[A] Upload video selfie through desktop/laptop webcam
[B] Upload video selfie through mobile

[A] Upload Video Selfie Through Desktop/Laptop Webcam

¢ C(lick “Take a selfie with my webcam” to access video selfie through
laptop/desktop. Do

VERIFY YOUR IDENTITY
o -

Let’s take a video selfie

2

L=—=1
o]

‘ Take a selfie with my phone

OR

[ Take a selfie with my webcam l

 Figure43

e C(lick “Start” to access video from the device (laptop/desktop).

T e

VERIFY YOUR IDENTITY

Follow the steps below

Note: Th

) | T

Figure_4_4
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e (lick “Scan my face”.

e Scan the user face through webcam.

e If the selfie video is not captured properly error will occur.
e C(lick “Try again”.

e C(lick “Scan my face” again.

o If the selfie video is captured properly, it will process to next window to
verify identity.

VERIFY YOUR IDENTITY

. b
’ [
[ '
' [
. ]
A\l ‘

Begin video selfie with liveness
detection?

s Make sure you are in a well-lit area

* Remove anything that covers your face
(e.g., glasses, hats)

* Avoid a light source behind you (backlight)

Hold the phone straight in front of your
face (avoid angles)

_

Figure 45

Note:
e Make sure the user is in a well-lit area.
Remove that anything that covers your face (like glasses, hats).
Avoid a light source behind you.
Hold the phone straight in front of your face.

28
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[B] Upload Video Selfie Through Mobile

e C(lick “Take video selfie” to access video selfie through mobile.

| 1IBme + | @ Digiat;

. Ready to take a video selfie? L

' 2N

\)(,l AT DR IS0 LD LR YOuIr Camera

2) Chch “scan my 1ace”™ 10 begin Wieo setfin

3) Liversess detection wal commmence with 2

senes of colorful asheng Sghts

&) Your resuits will be displayed

Note: Thn te<hnciogy 5 compllant with Wi
accesnbaiity standards for users with
PhOIOsE T Ive Comderat 4 l;v‘ OICAPNUENE

epepsy)

— Take video selfie

Figure 46
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e (lick “Enable camera access” to access the camera.

Allow camera access

o begin video veifee with liveness detectian

- Enable ¢a rr*-;r-:l access

Figure 47

¢ Scan your face through mobile camera.

Figure 48
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¢ (lick “Continue” to submit the image.

e [mage will be submitted.

e C(lick “Continue” to return H2HDigital Rx.

ID.me +| @ Dgital &

8

VERIFY YOUR IDENTITY

Review submission

Figure 49

31

ID.me + @ (Digital R,

© mages submitted

Return to the other open browser
tab to continue.
NOTE: This should be the tab on
the device where you started

You may now (lou{?‘ tab or page on
your browser

Figure 50




™
@ @igital R« Enrollment Guide for Identity Proofing &

Dual Factor Authentication

e Enter the personal phone number.

¢ C(lick “Continue” to confirm your identity.
ID.me

VERIFY YOUR IDENTITY

1 2 ° 4 5
Enter your phone number

Enter your personal phone number. Then we'l
securely confirm your identity with telecom
operators by text or phone call.

Personal Phone Number

.
—
()
al
o
=
IS
@
P
[e2]
©
o
o

We can't support virtual or internet phone
services like Skype and Google Voice right now.
By entering your phone number, you agree to
receive notifications via text message or voice calls
during sign in attempts in order to protect your
account.

Figure 51

e Enter Social Security Number and click “Continue” to confirm the
identity.

IV.me

VERIFY YOUR IDENTITY
1 2 3 o 5

Enter your Social Security number

Social Security Number *

The Social Security number is used as a unique
identifier to confirm identity. This will not affect
your credit score.

Back

Figure 52
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e (lick “Continue” to verify all the information that you have provided.
1ID.me

VERIFY YOUR IDENMTITY
1 z 3 4 o
Confirm your information

we will securely use the following information to
werify your identity against trusted s

what doos this meoan?

Personal information

First Name VEROMICA
Middle Mame
Last Name PERSINGER

Date of Birth 07/

Street GGAT WILDFLOWER DR S

City COTTAGE GROWE
Srave bk

Zip Code

Mobile Phone B50-436-8965

The information I've providod is corroct. and | accopt

the use of Fair Credit RBeporting Act dota to verify my
identity

What is The Fedaeral Fair Credit Reporting Act?

Figure 53

e C(lick the link “Verify phone” to confirm phone number.
ID.me

CONFIRMING YOUR PHONE

Please click the link sent to +1 850-436-8965 to
confirm your mobile phone number.

This screen will automatically refresh once your
phene number has been confirmed.

Didn't receive the text message? Send link again

What is ID.me? Terms of Service | Privacy Policy

Figure 54
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e To verify as a medical provider, provide your NPI, and DEA credentials.
Click “Begin”.

ID.me

To verify as a medical provider, you'll need to
provide your National Provider Identification (NPI)
and Drug Enforcement Agency (DEA) credentials.
We'll check your legal identity information against
the NPI and DEA databases.

Begin

md

Figure 55
e Enter NPl number, select country, enter DEA number.

e Then click on “Continue” button.

ID.me

Your NPl number and DEA number are needed to
verify your identity.

NPI Number (Type 1- Individual Provider) *

------------------------------- _

DEA Number *

—_
<o}
(2]
[~}
a1
(23]
~
al
a1
M

Alabama CA3b79865

| am a resident or intern, and my DEA number is
Institutional.

Add another DEA number

pack m

Figure 56
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e Select provider type as per your requirement.
e C(lick “Continue” to verify.

ID.me

Please confirm the fallowing nformation pertaining o
your role as a medsal prownder,

NP1 Mumber (Type 1- Individual Provider)

1962587/552

Stote Licensa Number

02197

Issuing State

A

Providar -

[}
5
g

Dentist

EEEH ] _

What is IDume? | Terms af Sarvice | Privacy Polcy

Figure 57
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e Verified and click “Continue”.

ID.me

Q/J' You're Verified!

To take advantage of Medical offers
and benefits, click Continue

Your verified ID.me medical provider credential
allows you to easily access an array of benefits and
services.

WhatisID.me? | Terms of Service | Privacy Policy

Figure 58
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1.7.2 Upload a Photo of your Passport

e Choose how to submit photos and follow the instructions provided over
the screen to verify identity.

® You can either take a picture with the mobile device or can upload a
picture from a device.

ID.me + @ QDigital r,

VERIFY YOUR IDENTITY
Choose how to submit photos

In order to verify your identity, please make sure:
1) Your document is is up to date and valid
2) Your document is clear and readable
3) Take the photo on a weill-it nat surface

We the Peopk

MMDOYYYY .

@ Take a picture with my phone

YOUR MOBILE PHONE MUST HAVE A CAMERA AND A
WEE EROWSER.

A Upload a picture from my device

I o
o

Figure 59: Choose upload picture screen in
"Upload a photo of your passport” Option
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e Upload photo of your passport. Click “Looks good”.

ID.me + © (igital R, ID.me + O (igital R,

VERIFY YOUR IDENTITY

o - -

Upload photo of your passport

VERIFY YOUR IDENTITY

Upload photo of your passport

[ zeaiaarnceo I".—.'
O LI
RS L
L A !
.’ v .
. o

A=t [Eannnen

Driving License Delhi

Upload a different photo Upload photo of passport

Back { Back
Figure 60: Browse & Upload Passport photo screen in Figure 61: Upload Passport Photo confirmation screen in

“Upload a photo of your passport” Option “Upload a photo of your passport" Option
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e Enter Home address in the provided fields.
e (lick “Continue”.

ID.me + @ (Digital R,

VERIFY YOUR IDENTITY

Enter your most recent home address

Address Line 1*

I 6647 WILDFLOWER Dr

NG D, Baces |

Address Line 2

’ Agry limant UWel Sudo &

qv-

] COTTAGE GROVE j

State*

Minnesota

=]

Figure 62: Enter Home address screen in
“Upload a photo of your passport" Option
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e Enter a phone number that matches your credit profile.

ID.me + © (Digital R,

RSIERIFY YOUR IDENTITY
Enter your phone number

We'll verify your identity by making sure the phone
number you enter matches the number in your
credit profile, or we'll check your mobile carrier.

Select the phone type you have

If you have a smart phone with a web browser,
we'll text you a fink you can open. Iif you don't have
a smart phone, we'll call you.

5 (=

Home or cell phone
Smartphone without a web
with a web browser browser

WE CAN'T SUPPORT VIRTUAL OR INTERNET PHONE SERVICES
LIKE SKYPE AND GOOGLE VOICE RIGHT NOW.

Back ’ Continue

What is D.me? 1 Terms of Service | Privacy Policy

Figure 63: Enter Phone number screen in
“Upload a photo of your passport” Option
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e Enter your Social Security Number.
¢ C(lick on “Continue” button.

ID.me + @ (Digital R,

VERIFY YOUR IDENTITY

2 3 °
Enter your Social Security Number

Your social security number is needed to verify
your identity. We will never reveal your personal
information without your permission.

[ I
=] -

Figure 64: Enter SSN screen in “Upload a photo of your passport” Option
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¢ Confirm your details entered and click “Continue”

ID.me + © (Digital R,

VERIFY YOUR IDENTITY

Confirm your information

We will socurcly use the following information to
werdfy your identity against trusted sources.

What does this moan?

Last Name PERSINGER
Gondar fomalke
Date of birth 07/031342
Stroat 5647 WILDFLOWER Ov
City COTTAGE GROVE
State MN
Zip Code 55016
Phone numbor EDIT
Mobiie Phona 000-000 0000

Home Phone 000-000-0000

The informabion I've provided & comaed!, and | accept

the uso of Fair Crodit Reporting Act data o verify my
ontity

What is The Fedoral Fair Crodit Reporing Act?

(=] e

See our Privacy Policy for how we troat your data.

Figure 65: Confirm your details screen in
“Upload a photo of your passport"” Option
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1.7.3 Upload Photos of your Passport Card
e Choose how to submit photos, and follow the instructions provided over
the screen to verify identity.

¢ You can either take a picture with the mobile device or can upload a
picture from a device.

ID.me + @ Qigital R,

VERIFY YOUR IDENTITY

Choose how to submit photos

In order to verify your identity, please make sure:
1) Your document is is up to date and valid
2) Your document is clear and readable
3) Take the photo on a well-it fiat surface

@ Take a picture with my phone

YOUR MOBILE PHONE MUST HAVE A CAMERA AND A
WEEB EROWSER.

OR
& Upload a picture from my device

What is Dme? | Terms of Service 1+ Privacy Palicy

Figure 66: Choose upload picture screen in
"Upload photos of your passport card” Option
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e Upload photos of the front & back of your passport card.
e (lick on “Looks good” button.

ID.me + @ Q)igital Re ID.me + @ Qigital R,

VERIFY YOUR IDENTITY

Upload photo of your passport card

VERIFY YOUR IDENTITY

Upload photo of your passport card

DRIVING LICENCE

; ; S 2

Choose a photo of the front side of your * cacovs o
document. Then click "Continue” to proceed. s T gﬁ

® 1801202 A IS

s
Select a file to upioad* B0 NS U2 @
= * — -
| Browse... | Noflle selected. + Dii—

A EAVEARAL A

Upload a different photo

+ Use landscape orientation
+ Tum off the flash on your camera

Ooc 9 AMC I LY

« Use a dark background
Take the photo on a flat surface
Upload a different photo
Back
What is IDme? 1 Terms of Service 1| Privacy Policy ‘ Back l

Figure 67: Browse & Upload Passport card photo screen

in "Upload photos of your passport card" Option Figure 68: Upload Passport card photo confirmation

screen in “Upload photos of your passport card" Option:
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Enter Home address in the provided fields.
Click “Continue”.

ID.me + @ (Digital R,

VERIFY YOUR IDENTITY

Enter your most recent home address

Address Line 1*

6647 WILDFLOWER Dr

COTTAGE GROVE

|

State* Zip Code"

I Minnesota [ ‘ 55016

e ] -

Figure 69: Enter Home address screen in
“Upload photos of your passport card” Option
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e Enter a phone number that matches your credit profile.

ID.me + @ Digital &,

[\VERIFY YOUR IDENTITY

Enter your phone number

We'll verify your identity by making sure the phone
number you enter matches the number in your
credit profile, or we'll check your mobile carrier.

Select the phone type you have

If you have a smart phone with a web browser,
we'll text you a link you can open. If you don't have
a smart phone, we'll call you.

NG

Home or cell phone
Smartphone without a web
with a web browser browser

WE CAN'T SUPPORT VIRTUAL OR INTERNET PHONE SERVICES
LIKE SKYPE AND GOOGLE VOICE RIGHT NOW.

What is D.me? 1 Terms of Service 1 Privacy Policy

Figure 70: Enter Phone number screen in “Upload
photos of your passport card" Option

)

e Enter your Social Security Number and click “Continue”.

ID.me + @ @igital R,

VERIFY YOUR IDENTITY

Enter your Social Security Number

Your social security number is needed to verify

your identity. We will never reveal your personal
information without your permission.

SOCEHMNUM‘

]
==

Figure 71: Enter SSN screen in “Upload photos of your
passport card” Option
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Confirm the details.

Click “Continue.”

ID.me + O Qigital R,

VERIFY YOUR IDENTITY

Confirm your information
Wo will socurcly use the following information to

What docs this mean?

First Name VERONICA
Middia Name
Last Name PERSINGER
Gendar fomalke
Dateo of birth 07031942
Stroat 6647 WILDFLOWER Dr
City COTTAGE GROVE
State WN

Zip Codo 55016

Mobilc Phone 0000000000

Home Phona 000-000-0000

The information Fve provided & comect, and | accept

4 the u=o of Fair Crodit Roporting Act cata to venfy my
idantity

What is Tho Fedoral For Crodit Roporting Act?

pack “—

Secc our Privacy Policy for how wo troat your data.

Figure 72: Confirm your details screen in “Upload
photos of your passport card" Option
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1.8 Confirmation Link

e SMS text message will be sent to the mobile with a confirmation link.
e C(Click it to confirm in your phone.

ID.me + @ (Digital R,

CONFIRMING YOUR PHONE

<<your phone number here>>

Please click the link sent to _

confirm your mobile phone number.

This screen will automatically refresh once your
phone number has been confirmed.

il

Didn't receive the text message? Send link again

What is IDme? 1 Terms of Service 1 Privacy Policy

Figure 73: Web screen displaying “Confirming your phone”

e When confirmation is done, a confirmation will display on user’s mobile
as shown at right.

ID.me

Y

Your phone was confirmed

Your mobile phone was successfully confirmed.
Please go back to the browser on your computer
to continue.

WhatisID.me? | Terms of Service 1 Privacy Policy

Figure 74: Mobile screen displaying
Phone number got confirmed
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e Once the user confirms, the next screen that appears is verifying
“Medical ID”.

1.9 Verify Medical IDs

e Enter user’s NPI number, DEA number, select all DEA schedules for
which are certified to prescribe.

e C(lick on “Continue” button.

ID.me + © (Digitair,

Medical ID

VERIFY USING YOUR DEA SCHEDULE AND
NATIONAL PROVIDER IDENTIFIER NUMBER

Your NP numbor and DEA ssumbee are needed to

verty your klonhty.

tho CMSE (Cantars for Mo oon

vioos)

NPI Number®

A DLA crarmiber 13 on idond flor ausgrad to g heakn

Admicistration alomng them to wr
for contrafled sutistancos. An excrmgia DEA numbor

format i “RIRZAAT

DEA Nursbar *

DEA Sowdde

Vot s 1IDme? | Torms of Servics Frvocy Pollcy

Figure 75: Enter NPl & DEA number screen

Note:

e Enter the NPI & DEA numbers, select all DEA schedules for which are
certified to prescribe.
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¢ C(lick “Continue”.

e Confirmation screen with information related to the user as a prescriber
will automatically be populated.

e C(lick “Continue.” —
ID.me + © Digital v,

Medical ID

VERIFY USING YOUR DEA SCHEDULE AND
NATIONAL PROVIDER IDENTIFIER NUMBER

Please confirm the following information pertaining to
your role as a medical provider.

NPI Number

3421846965

State License Number

0219

Issuing State

WhatisID.me? | Terms of Service 1 Privacy Policy

Figure 76: Verification of NPI
using DEA screen with details

e Verified status screen will appear after successful confirmation of user’s
medical IDs by ID.me.

ID.me + O Qigital R,

Medical ID

Medical ID is now in your ID.me Wallet!

We've verified your medical provider status and
you can now access benefits from our partners.
Please continue to access your Medical ID benefit.

Continue

Figure 77: ID.me wallet screen
with confirmation message

-
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1.10 Customizable Identity Verification Email

e After the user successfully verify the identity with an ID.me Trusted
Referee, the user will receive an "Action Required"” email.

e C(lick on the Continue button.

e The user will be redirected back to the partner where identity
verification was required.

ID.me

Action Required

You're receiving this email because you verified your identity on a video call with an
ID.me Trusted Referee on 01/04/2021 in order to access benefits and services at

Click the link below to return to | N} S Sl and follow the prompts to finish the
process.

—

Q=

You can now access your credential in your ID.me My Account.

Figure 78

e (Click “ALLOW” to consent to share listed information back to H2H
Digital Rx from ID.me.
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ID.me + © Qigitai r,

AUTHORIZE DRX

WE'VE VERIFIED YOUR IDENTITY!

Before we send you back to Drx, we need your
permission to share your verified identity
information.

Please note that only information obtained from
the verification process will be shared.

Drx will receive:

@ Email @ Medical DEA

; Registration
& First Name Expiration Date
& Last Name & Medical DEA

Registration State
@ Medical DEA Number &

& Medical DEA
Schedules

@ wedicalneinumber M@K sure you click "Allow" to pass
these values to H2H Digital Rx

‘

‘ Deny ’

You can remove this access at any time by changing your
ID.me account settings.

WhatisID.me? | Terms of Service | Privacy Policy
7
9: 'Consent Allow' screen to authorize DRx

¢ For more information related to customizable identity
verification email, go to Why did I get an email after my
successful identity verification with a Trusted Referee? -
ID.me Help Site.
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1.11 Delete My Selfie

e Signin to your ID.me Account.

|D.me MY ACCOUNT

OVERVIEW PROFILE

SIGN IN & SECURITY MY WALLET

My Profile

VERONICA
PERSINGER

Member Since February 2022
michelle.yi+02282022@id.me
Manage Email

Ty

COTTAGE GROVE

ZIP CODE
55016

Your profile is ¢ rme

Dual Factor Authentication

[E=] myIps

@ Help &Support

(@ VERIFIED IDENTITY 2

Verified Identity

STATE
MN

PHONE
1(703) 577-4380

o § wher e
provided wi re

| My Logins

VERIFIED
02/28/2022

Manage IDs

Manage Logins

Figure 80

¢ (o to the Sign in & Security tab in the navigation menu.

OVERVIEW

Password

Privacy

Logins

Close Account

ID.”le MY ACCOUNT

PROFILE SIGN IN & SECURITY

[~} Websites Granted Access

These are websites you have given access to. They can request info you chose to share with them,

Search Keywords, URLS

WEBSITE NAME

ID.me TestDrive
View data shared

ID.me
View data shared

My Selfie

MY WALLET

o8

AUTHORIZED

02/28/2022 at 1:40 PM

02/28/2022 at 1:36 PM

Revoke Access

Revoke Access

Figure 81
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e Select Privacy on the side bar menu.

OVERVIEW

Security

Password

) Privacy

Logins

Close Account

PROFILE SIGN IN & SECURITY MY WALLET

Websites Granted Access

These are websites you have given access to. They can request info you chose to share with them.

Search Keywords, URL: Q
WEBSITE NAME AUTHORIZED
ID.me

02/04/2022 at 11:16 AM
View data shared - "

My Selfie

Revoke Access

D.me is committed to providing members with control over how their data is used. As part of this commitment, our members can request
that we delete the selfies they provide to us during identity verification. Please note that deleting the selfie may make account recovery more

difficult.

Learn More

Delete My Selfie

Figure 82
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e Scroll down to where it says, “My Selfie” and select Delete My Selfie.

Logins

ID.me

B 02/04/2022 at 11:16 AM Revoke Access
View data shared

Close Account

(. My Selfie

ID.me is committed to providing members with control over how their data is used. As part of this commitment, our members can request
that we delete the selfies they provide to us during identity verification. Please note that deleting the selfie may make account recovery more
difficult.

Learn More

B  ocicte My Seif

Figure 83

e C(lick on Delete when the user is asked if, you are sure.

Are you sure you want to delete your selfie?

Once the selfie is deleted, it cannot be
undone.

Cancel Delete

Figure 84

55




™
G @igital Ry Enrollment Guide for Identity Proofing &

Dual Factor Authentication

¢ Once a member submits the deletion request, it can take up to seven
days until the data is purged.

e The “My Account” page will look like this once user selfie has been
deleted.

Security
Websites Granted Access

Password These are websites you have given access to. They can request info you chose to share with them
Privacy

WEBSITE NAME AUTHORIZED
Logins

ID.me

02/04/2022 at 11:16 AM Revoke Access

View data shared
Close Account

My Selfie

1 Your data has been requested to be deleted and may take up to 7 days to be removed,

.- Account Activities

All Sign ins Connect Disconnect Verifications

Figure 85
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¢ For more information related “Delete selfie”, go to
https://help.id.me /hc/en-us/articles /4532330554775-How-do-I-
delete-my-selfie-.

1.12 ID.me Trusted Referee video call

e Select Get started.

e Selecting this button starts the process to verify your identity on a video
call.

Verify identity on a video call

1 Confirm Details

Confirm your personal information

2 Send Documents
Select and send identity documents

3  Hold for Document Review

Your documents will be reviewed

4 Join Video Call

Meet a trained and certified ID.me Trusted Referee
on a recorded video call

Get started

Figure 86
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e Review and update information.

e Confirm all the information is accurate.

e Select Continue button.

Review and update your information

Full Name

First Name* Middle Name

Last Name* Suffix

Date of Birth

MM/DD/YYYY*

Phone Number

Personal Phone Number*

¥

Figure 87

e Enter in your Social Security number.

e Then click on Continue.
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Confirm your Social Security number

Your Social Security number (SSN) helps us uniquely
identify you. This will not affect your credit score.

Enter SSN*

Confirm SSN*

[ Go Back ] [ Save & Exit ] Continue

Figure 88

e Gather your documents.

e You'll need to upload a photo of two primary documents or one primary
and two secondary documents. From the provided list, select which
document you'd like to upload.

e Make sure to confirm the name that is on the document you choose to
upload.
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e Then click on Continue.

Select primary document

@ A primary document must be:

+ The original * Physically shown on the video call

Select ONE document from the options below

U.5. Driver’s License

HSPD 12 PIV card

UsSCIS-issued Employment
Authorization Card (1-766)

U.S. passport card

Government Issued Photo ID
*No US military ID cards.

Transportation Security
Administration (TSA) ID Card

U.S. Permanent resident card
{1-551)

Foreign (non U.5.) passport

DHS trusted traveler cards
(Global Entry, NEXUS, SENTRI)

*No employer-issued ID cards

National ID card
fonly if residing outside of the U.§.)

Certificate of Naturalization

veteran's health ID card (Form N-550 or N-570)

Federally recognized, tribal-issued

Canadian driver's license photo ID

Go Back { Save & Exit }

What is IDme? | Terms of Service | Privacy Policy

Figure 89

Photo, enter the phone number to receive a link to upload documents.

e Ifthe user selected Choose Image, he/she will be able to upload the
documents which already stored on their device.

e The user will receive a text message with a secure link from ID.me to
take photos of their documents and a photo of their self.

e Enter mobile number and click on Continue button.
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IDme + @mc

VERIFY IDENTITY ON A VIDEO CALL

“©—© 3 4

Confirm Details » Send Documents > Hold for Document Review * Join Video

Take photo with your device

Send photos of the following documents:

U.S. Driver's License
U.S. Passport Card

Selfie

Receive a link on a smartphone to take a photo

Mobile Phone Number

(###) g## - #7844

{ Go Back ‘ { Save & Exit }

What is IDbme? | Terms of Service | Privacy Policy

Figure 90

e Take photos of your identity documents.

e Ifyou need more time to gather and take photos of your documents,
select Save & Exit. ID.me will email a link to return to this part of the
identity verification process.
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VERIFY IDENTITY ON A VIDEO CALL

o0 =

Send Documents

U.S. Driver's License

Front image

Choose Image

Acceptable file types: JPEG, PNG, PDF, TIFF

L Go Back H Save & Exit ‘

Figure 91

e When prompted, take a selfie.
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https://help.id.me/hc/en-us/articles/360061369314

™
@ @igital Ry Enrollment Guide for Identity Proofing &
Dual Factor Authentication

1D me + @mc

VERIFY IDENTITY ON A VIDEO CALL

Take a photo of yourself

Make sure nothing is covering your face and
only you are included in the photo.

¢ Confirm you have acceptable document uploads and select Continue.

e While your documents are under review, you'll see an estimated wait
time.
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ID.me + @

VERIFY IDENTITY ON A VIDEO CALL

o0 ©

Confirm Details » Send Documents * Hold for Document Review » Join Video

Let's check everything for accuracy

Please scroll down to review and tap the “Continue” button

U.5. Driver's License

r "
SUMITED STATES OF AMERICA |
U.S. Passport Card SmARSPORT CARD ¢

B O ™ e il

i .

W f;':y*‘f- | T

L 1PUSACOI00AFEA6<<1D<IDBZ2 <498

BI0T01THI91129TUSACCOTS4D5ZZT6
TRAVELERC<HAPPY {££44ECEeeeeess

FRONT BACK
Change Change

Selfie

Figure 93

e SelectJoin Video Call to speak with a Trusted Referee.

e If your documents were accepted, you will be prompted to start the
video call with a Trusted Referee.

e Show the Trusted Referee your documents, answer a few questions,
and that’s it-your identity has been verified!
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A

YOUR ID.ME TRUSTED REFEREE IS NOW
AVAILABLE.

You are required to show the following actual
documents on the video call:

U.S. Social Security Card
U.S. State Driver's License

U.S. Passport

Tap the button below to join the video call now.

Join Video Call

By continuing, you agree to your video session being
recorded.

Figure 94

e For more information related to trusted referee, go to
https://help.id.me /hc/en-us/articles /360052242853-What-is-an-ID-
me-Trusted-Referee-video-call-
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2. How ID.me Code Generator Works with H2H Digital
Rx During e-Prescribing Workflow
* Prerequisites
1) Must have submitted a signed “EPCS Physician Enabling Form”.
2) Must have been EPCS enabled by the H2H DRx administrator.

3) Must be successfully enrolled with ID.me and have completed ID
proofing & two factor authentication.

4) Must have at least one patient for whom to prescribe a controlled
substance.

5) Must have a smartphone with the ID.me Authenticator app installed.

2.1 Login the Application
e Login at H2H DigitalRx.com at, https://www.h2hdigitalrx.com/app/ for
standalone users.

e For Integrated access users, please hit “e-Rx” button from your
application.

H2H DigitalRx X +

C M@ % h2hdigitalrx.com/app/

@ @igital Rxm

Hello!

Please enter the user Id and password

User Id

Electronic Prescribing of Controlled Substances(EPCS)

Password
H2H, Digital Rx EPCS feature is fully certified and ready for use in all United States.
With EPCS activated, prescribers will be able to e-prescribe most medications,

including scheduled controlled substances, directly from H2H Digital Rx e~
prescribing platform.

° 0o °

© 2024 H2H Solutions, Inc. All rights reserved. drxsupport@h2hsolutions.com Call on: (248)-675-1200 Extn:429,182 Build 6.3

Figure 95: H2H DRx login screen
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2.2 RxPad with Control Substance Drug

Login to the DRx application.
Enter a schedule drug in the Drug Search field.

“EPCS Queue ” check box will appear only for the scheduled drugs.

If, the user wants to queue this prescription for two factor
authentication, enable the “ EPCS Queue ” check box.

@ @igital R,:M &y S s o3 OnBehalf () Clinic Address | Wi e Wi s it . g, CA 87688 -Primary
| o [ o [ o | o | o 0 0 [ o [ o
Patient Details = X =
" ® A ™ 23 & ® L
P = Pending Refills Refill Alerts Rx Alerts Rx Change Rx Change Alerts R Fill Rx Fill Alerts EPA Holding Queue EPA Worklist EPCS Queue
Patient ID:

#8015158056270168e01c5cbedB34
10/08/2000 (24 Years Old}, Male m SS Medication History  Allergies Saved Prescriptions Favorite Drugs Medications History

£ EN

Rx1
Check Pharmacy Benefit —
Allergic to: > Rx Benefit Source | Select Benefit Source ~ | Benefits NONE
No known allergies
Active Medication: - Drug Name* Xanax ~ Q SIG* 1 TABLET 2 TIMES DAILY
Thyroid, PROzac, Azithromycin,

Detrol, Coumadin Drug type Branded  ~ | Rx [ Add to favorite drug

(20 Active Drugs) More...
Drug® Xanax 2 MG Oral Tablet v

PDMP Report

I [Schedule IV Drug] I writing free text SIG.

J v - - Use free text

Narcofics Sedatiwe Stmulants Overdose

Recent PDMP lookup performed -299mins

aga - Qualifier® Tablet v Quantity* 20 Daily Max Dose WC/XFR | Select One

View PDMP Report

Pharmacy* Shollenberger Pharmacy, S-012, 2002 8. McDowel ~ | (Q \ Doctors Notes
[B) saved Rx (all Patients) (24)

Enter Pharmacy Note here
[l Practice Favorite brugs .

(Please DO NOT include SIG information in 'Note to Pharmacist')

8 Prescription Templates

{55 Free Text Medication EPCS Queue (1) [] Post Dated Prescription (1)

&) ratient profile
1 Default Physician [ Reset ] | @ Add New Confirm Prescription(s) |

Figure 96

Substitutions Substitution Allowed v Refill 0 Days Supply (@) | N/A Type Select One

!

Please do not use latin abbreviations like BID, QID etc.. when

Fill the prescription details and click on the Confirm Prescription(s)

button.

CROC OB E O &E D

Once you click on the Confirm Prescription(s) button, Update Contact

Info window will display.

Enter a valid email ID to get notifications related to the EPCS queue. A

valid email address needs to be added for the first time only.
Click on the Save button.

67




™
@ @igital R« Enrollment Guide for Identity Proofing &

Dual Factor Authentication

Update Contact Info

EPCS Queue & Post Dated prescriptions related notifications will be sent to your mail

address. Please let us know your mail to keep you updated.

Email

Save

Mote: Please use a valid email address for EPCS Queue or Post Dated Prescription Alerts

to avoid any miss outs on Prescription processing.

Figure 97

[t will be redirected to the same prescription page, after the user saves

the email ID.
Again, click on the Confirm Prescription(s).

@ @igital R’ £ - b onBehalf  €) Clinic Address [on-u- S WA s CA 87688 -Primary

a- a. 4o 4 a d4a- o 2 a- ©
® A N B @ @ E.

il s @ Pending Refills Refill Alerts R Alerts Rx Change Rx Change Alerts R Fill EPA Holding Queue EPA Worklist EPCS Queue

Patient Details

Patient ID:
30818168c862470168e0c5cbed834

10/08/2000 (24 Years Old), Male LTRSS Medication History  Allergies  Saved Prescriptions  Favorite Drugs ~ Medications History

L E N

L2 D

Post Dated Prescriptions

Rx 1

Check Pharmacy Benefit —
Allergic to: = Rx Benefit Source  Select Benefit Source ~ | Benefits NONE
No known allergies
Active Medication: - Drug Name* Xanax v Q [S[ed 1 TABLET 3 TIMES DAILY
Thyroid, PROzac, Azithromycin,
Detrol, Coumadin Drug type Branded - | Rx [J Add to favorite drug

(20 Active Drugs) More... S

Drug* Xanax 2 MG Oral Tablet v %
. Please do not use latin abbreviations like BID, QID etc., when
PDMP Report () )
[Schedule IV Drug] writing free text SIG.

’ v - - Use free text
Narcofics Sedstive Stmulants Overdose
Recent POMP leckup performed A1 3mins

age Qualifier* Tablet ~ Quantity™ | 10 Daily Max Dose WC/XFR  Select One ~
View PDMP Report ————————
Substitutions Substitution Allowed o Refill 1 Days Supply (1) ‘ N/A ‘ Type Select One ~
Pharmacy™ Snollenberger Pharmacy, 5012, 2002 5. Meoowel | (Q
Eﬂ Saved Rx (all Patients) (84)
" Enter Pharmacy Note here
flo practice Favorite Drugs %

=5 iption T Jat (Please DO NOT include SIG information in 'Note to Pharmacist'y
[05] Prescription Templates

63 Free Text Medication EPCS Queue (1) [ Post Dated Prescription (1)

@ Patient Profile

U;. Default Physician

[ ) (o]

Figure 98
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e (lick on Send to Pharmacy.
e The prescription will be added to the EPCS Prescription Queue.

@ @|gita| R:M & o b 8{{3 On Behalf 5\_5/3 Clinic Address | A e i e e CA 87688 -Primary N
o a. do d a. d4do 4a: €. . O a.
@ A Tl B ) @ [l 53

e w @ Pending Refills Refill Alerts Rx Alerts Rux Change Rx Change Alerts Ry Fill Rx Fill Alerts EPA Holding Queue EPA Worklist EPCS Queue Post Dated Prescriptions

Patient ID:
1808181880362d70163e0fc5cbc0834

10/08/2000 (24 Years Old), Male LETLVSELIl  SS Medication History  Allergies  Saved Prescriptions  Favorite Drugs Medications History

£ M\
- Rx1  Summary

Check Pharmacy Benefit —

Allergic to: - If you want to edit PA and OnPriority then Please go back to rxpad via Edit to uncheck PA and OnPriority.
No known allergies As per State regulatory, All prescriptions must be sent electronically only.

Patient Details

Active Medication: -
Thyroid, PROzac, Azithromycin, Allergy and Drug Interactions

Detrol, Coumadin

(20 Active Drugs) More... Prescriptions Summary

- [J RxNo 1 RxDate  12/12/2024 Fmiry. Status Unknown Status
PDMP Report (O Xanax 2 MG Oral Tablet | [Schedule IV Drug] Co-Pay Info. not available
v 0 v 0 sIG 1 TABLET 3 TIMES DAILY Qualifier  Tablet Quantity 10
Nereotes Sesaive Stmulans Overdose No. Of Refills 1 Substitutions Substitution Allowed Note to Pharmacist

Fecent POWP toakup performed -113mins
@ Pharmacy  Shollenberger Pharmacy (]

ago
View PDMP Report
& New Rk Pad > - o )
| (T Our A nicats o pné's mciaton
H Saved Rx (all Patients) (34) adherence is 61.47%. Find more details
o practice Favrite Drugs @ Options below with * requires the Rx No boxes to be checked for processing. For other options, checking the box will not have any effect

E Prescription Templates
3 Free Toxt Medication []ﬂ[ * Remove ” Save l 2 [ Send & Print M @ * Add to Medication History

&
A
o
®
Q
0
@
&
-
(W

T

Figure 99

e Prescription Status window will display with a message indicating that
“Prescriptions added to EPCS Queue”.

e Click on the Close button.

Prescription Status

Prescriptions added to EPCS Queue:

s Xanax 2 MG QOral Tablet

Figure 100
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2.3 EPCS Prescription Queue

¢ Go to the EPCS Prescription Queue.

e All the scheduled prescriptions will be available here.

e User provided email ID will display.

o All the EPCS queue notifications will be sent to the provided email ID.

@ @igital R*“" 2, £ OnBehalf ) Clinic Address | 4/ e s St . g CA 57688 -Primary ~
My Profile = N — ‘
reve A et ©] N B G O] L
;;A-‘ S Pending Reflls R Alerts Rx Change Rx Change Alerts R Fill R Fill Alerts EPA Holding Queue EPA Worklist [ | o Dated Prescriptions
sp1:2
NPI T EPCS Queue @
2 E .

[Ell saved Rx (all patients) 84)

) EPCS Queus relsted notifications will be sent to saidurga.v@youngsoft.in Plesse

contact support to

update your email address.

Patient Name Drug Description Pharmacy Created Date Rx Type Actio
SV patient Registration
— Xanax 2 MG Oral Tablet @ Shollenberger Pharmacy & 12/12/2024 NEWRX ]
- - Methadone HCI 5 MG Oral Tablet (@ RapidRx Pharmac, y @ 10/18/2024 NEWRX W
Pt T Doral 15 MG Oral Tablet @ Shollenberger Pharmacy (@ 10/18/2024 NEWRX i}
Emerw i Lomotil 2.5-0.025 MG Oral Tablet @ Shollenberger Pharmacy @ 10/18/2024 NEWRX ]
T — Lyrica 100 MG Oral Capsule @ Shollenberger Pharmacy & 10/18/2024 NEWRX ]
e o Valium 2 MG Oral Tablet @ Brooklyn Gates Pharmacy Q) 10/18/2024 NEWRX ]
[ S, Adderall XR 30 MG Oral Capsul.. (2} Brooklyn Gates Pharmacy @ 10/18/2024 NEWRX Ty }

B
&
Q
®
Q
@
@
®
-
.

1-Tof 7 < >

&7 Send to Pharmacy

Figure 101

2.4 EPCS Alert for Two Factor Authentication

e C(lick on Send to Pharmacy, the EPCS Alert window will display.
e (lick on OK, it will redirect to ID.me Authentication login

page.

SM9B45849

aaaaa

Figure 102
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2.5 Two Factor Authentication
e ID.me web screen will ask to enter second factor authentication six-digit
code.

e Please enter six-digit code that appears over ID.me authenticator app
over your ID.me web screen and click “Continue”.

ID.me + O Digital &

COMPLETE YOUR SIGN IN

Enter a code from your device

Entor the 6-digit code

541390

If you've changed phones from when you previously
set up two-factor authentication, please update your

settings here.

Figure 103: Enter six-digit code 2 FA screen

e Upon clicking “Continue,” prescriber will have completed two factor
authentication successfully.

e The user will be returned to Digital Rx Prescription status screen.

ID.me + O Qigital R,

You are now returning to
HZH DigitalRx

Figure 104: ID.me+H2H DRx returning screen appears
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Here is an example of the Digital Rx Prescription status screen with a
prescription having successfully been sent to the selected pharmacy.

3. How ID.me Push Notification Works with H2H Digital

Rx During e-Prescribing Workflow

* Prerequisites

1) Must have submitted a signed “EPCS Physician Enabling Form”

2) Must have been EPCS enabled by the H2H DRx administrator.

3) Must be successfully enrolled with ID.me and have completed ID
proofing & two factor authentication [Push Notification]

4) Must have at least one patient for whom to prescribe a controlled
substance

5) Must have a smartphone with ID.me Authenticator app installed via

download link that was sent by ID.me over mobile/email when you
opted for Push notification as your dual factor authentication.

3.1 Login the Application

Login at H2H DigitalRx.com at, https://www.h2hdigitalrx.com /app/ for
standalone users.

For Integrated access users, please hit “e-Rx” button from your
application.

x +

25 h2hdigitalrx.com/app,

O Digital R

Hello!
Please enter the user Id and password

User Id

Pas: d

H2H, Digital Rx EPCS fea ady for use in all United States.
With EPCS activated, pi -prescribe most medications,
m including scheduled sta from H2H Digital Rx e-
pr rm.
© 2024 H2H Solutions, Inc. All rights reserved. drxsupport@h2hsolutions.com Call on: (248)-675-1200 Extn:429,182 Build 6.3

Figure 105: H2H DRx login screen
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3.2 RxPad with Control Substance Drug

Login to the DRx application.
Enter a schedule drug in the Drug Search field.

“EPCS Queue ” check box will appear only for the scheduled drugs.

If you want to queue this prescription for two factor authentication,

enable the “EPCS Queue” check box.

@ @igital R - Ep—— O3 OnBehalf (2 Clinic Address | e e e st i siguie CA 87688 —Primary
| o | o | o [ o | o 0 0 [ o | o
Patient Details = , =
= ® JiN ™ B ) © Gl
P Pending Refills Refill Alerts R Alerts Rx Change R Change Alerts Rec Fill R Fill Alerts EPA Holding Queue EPA Worklist EPCS Queue
Patient ID:
#B05151650562470 188201CEcba0B3
S =
[ AN 1
Check Pharmacy Benefit —
Allergic to: - Rx Benefit Source  Select Benefit Source ~ | Benefits NONE
No known allergies
Active Medication: - Drug Name*® Xanax ~ Q SIG* 1 TABLET 3 TIMES DAILY
Thyroid, PROzac, Azithromycin,
Detrol, Coumadin Drug type Branded ~ | Rx [J Add to favorite drug
(20 Active Drugs) More...
Drug* Xanax 2 MG Oral Tablet v
Please do not use latin abbreviations like BID, QID etc., i
PDMP Report
I [Schedule IV Drug] I writing free text SIG.

Use free text

Nareotics Sedative Stmulsnts Overdese
Rezent PDMP looip pertormed -299mins
age - Qualifier® Tablet v Quantity* 20 Daily Max Dose WC/XFR | Select One
i

View PDMP Report
Substitutions Substitution Allowed ~ Refill o Days Supply (1) | N/A Type Select One

Pharmacy” Snollenberger Pharmacy, 5012, 2002 S. McDowel ~ | (O, \ Doctors Notes
[B) saved rx all patients) 24) , Doctors Motes,

Enter Pharmacy Note here
[l practice Favorie Orugs ’

= N (Please DO NOT include SIG information in 'Note to Pharmacist')
[E Prescription Templates

0

fei

Post Dated Prescri

N

hen

<

<

N

[&5 Free Text Medication EPCS Queue (1) [[] Post Dated Prescription (1)
[E) ratient profile
P pefault physician Reset I ‘ Add New | Confirm Prescription(s) |

Figure 106

Fill the prescription details and click on the Confirm Prescription(s)

button.

ptions

-
o0
e

10t

@

CHEOC AR DO H Do

Once you click on the Confirm Prescription(s) button, Update Contact

Info window will display.

Enter a valid email ID to get notifications related to the EPCS queue. A

valid email address needs to be added for the first time only.
Click on the Save button.
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Update Contact Info

EPCS Queue & Post Dated prescriptions related notifications will be sent to your mail

address. Please let us know your mail to keep you updated.

Note: Please use a valid email address for EPCS Queue or Post Dated Prescription Alerts

Email

to awvoid any miss outs on Prescription processing.

Figure 107

e It will be redirected to the same prescription page, after you save the
email ID.

e Again, click on the Confirm Prescription(s).

@ (])igital R — " & onBehalf ) Clinic Address [ 440 S S CA B7688 -Primary v
a ad.o do @ a a:. 0 10 [ (2 0 ¢ ] a-
Patient Details = y o
£ A ™ 2 & © & (&}
o gmiong (D Pending Refils  Refill lerts  ReAlerts  RxChange  RxChange Alerts  Rx Fil EPAHolding Queue  EPAWorklist  EPCSQueue  Post Dated Prescriptions

Patient ID:
180313153080247016880c5C000834

10/08/2000 (24 Years Old), Male New Rx Pad 55 Medication History  Allergies Saved Prescriptions Favorite Drugs Medications Histery

L =
. Rx 1
Check Pharmacy Benefit — Dﬁ
Logout
Allergic to: N Ry Benefit Source  Select Benefit Source ~ Benefits NONE
No known allergies E
Active Medication: - Drug Name* Xanax v Q siG* 1 TABLET 3 TIMES DAILY
Thyroid, PROzac, Azithromycin, Q
Detrol, Coumadin Drug type Branded “ | Rx [ Add to favorite drug
(20 Active Drugs) More... R — EE‘
Drug* Xanax 2 MG Oral Tablet ~ 2
Please do not use latin abbreviations like BID, QID etc. when Q
PDMP Report (O
[Schedule IV Drug] writing free text SIG.
[ ] 0 0 Use free text
Narcates Sesatve Stmuiamts Overdoss
Recent POMP loku performed 1 t3mins @
ogo Qualifier* Tablet v~ Quantity* 10 Daily Max Dose WC/XFR  Select One M
View PDMP Report P —— @
Substitutions Substitution Allowed ~ | Refill 1 Days Supply (1) ‘ N/A ‘ Type Select One “
®
Pharmacy" snollenberger Pharmacy, 5-012, 2002 5. Mcpowel + | ()
[5) saved Rx (all Patients) (34) ,
. Enter Pharmacy Note here
[ practice Favorite Drugs p
C =
— (Please DO NOT include SIG information in ‘Note to Pharmagcist’)
[0Z] Prescription Templates
(&5 Free Text Medication EPCS Queue (1) [] Post Dated Prescription (1) {.

Patient Profile

A pefautt physician @ Add New Confirm Prescription(s)

Figure 108

e C(lick on Send to Pharmacy.
e The prescription will be added to the EPCS Prescription Queue.
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@ @igital R,:M i v - Eob onBehalf € Clinic Address | s W e St . gk CA 57668 -Primary

a: ae 4o de a- dado 4a
® A N B @

Patient Details

€lo a- © a-
(O] [l

i goswge @ Pending Refills Refill Alerts R Alerts Rt Change Rx Change Alerts R Fill R Fill Alerts EPA Holding Queue EPA Worklist EPCS Queus Post Dated Prescriptions

Patient ID:

7808 18 18886247016820fc5cbc0834

10/08/2000 (24 Years Old), Male New Rx Pad SS Medication History Allergies Saved Prescriptions Favorite Drugs Medications History

3 L Tour
K Rx1  Summary

Allergic to: - o If you want to edit PA and OnPriority then Please go back fo rxpad via Edit to uncheck PA and OnPriority.

No known allergies As per State regulatory, All prescriptions must be sent electronically only.

Active Medication: -

Thyroid, PROzac, Azithromycin, Allergy and Drug Interactions

Detrol, Coumadin

(20 Active Drugs) More... Prescriptions Summary

[J RxNo 1 Rx Date 12/12/2024

PDMP Report © Xanax 2 MG Oral Tablet [Schedule IV Drug]

v 0 o o siG 1 TABLET 3 TIMES DAILY Qualifier  Tablet
oreotos, Sedsive Stmulants. Overdose No. Of Refills 1 Substitutions Substitution Allowed
Recent ADME inokup performed 17 3mins
@ Pharmacy  Shollenberger Pharmacy (]

ago

View PDMP Report
EPCS Queued
- New Rx Pad >

[ saved rx fall Patients) (84)
H@ Practice Favorite Drugs

E Prescription Templates

Fmliry. Status Unknown Status
Co-Pay Info. not available
‘Quantity 10

Note to Pharmacist

Our Al indicates the patient's medication
adherence is 61.47%. Find more details

o Options below with * requires the Rx No boxes to be checked for processing. For other options, checking the box will not have any effect

f&5 Free Text Medication

{ Send & Print ]{ @ * Add to Medication History 4 Send to Pharmacy

Figure 109

CEDOCODEHOFHDIKP P

e The Prescription Status window will display with a message indicating

that “Prescriptions added to EPCS Queue”.
e (lick on the Close button.

Prescription Status

Prescriptions added to EPCS Queue:

s Xanax 2 MG Oral Tablet

Figure 110
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3.3 EPCS Prescription Queue

¢ Go to the EPCS Prescription Queue.

e All the scheduled prescriptions will be available here.

e User provided email ID will display.

e All the EPCS queue notifications will be sent to the provided email ID.

@ @igita| R,(m rﬁﬁh a— 0 ot % On Behalf @ Clinic Address ‘ BB e e s e CA 87688 -Primary v
— — - a» ao a a. a- a a. a- 7 a-
e - i T B & @ Cl

steve A sl

Pending Refills Refill Alerts R Alerts Rx Change Rx Change Alerts R Fill R Fill Alerts EPA Holding Queue EPA Worklist EPCS Queue Post Dated Prescriptions
DEA:!
SPI:2
: =
NP EPCS Queue @ %
2 . Tour

@ EPCS Queue related notifications wil be sent to saidurga.v@youngsoft.in Please contact support to update your email address.

[B) saved Rx fal Patients) (84)

Patient Name Drug Description Pharmacy Created Date Rx Type Actions
& Patient Registration

ey Xanax 2 MG Oral Tablet () Shollenberger Pharmacy @ 12/12/2024 NEWRX w
rhet pie Methadone HCI 5 MG Oral Tablet @ RapidRx Pharmacy @ 10/18/2024 NEWRX W
[ Doral 15 MG Oral Tablet @ Shollenberger Pharmacy @ 10/18/2024 NEWRX W
Focs {urmaiig Lomotil 25-0.025 MG Oral Tablet @ Shollenberger Pharmacy @ 10/18/2024 NEWRX w
S —— Lyrica 100 MG Oral Capsule @ Shollenberger Pharmacy @ 10/18/2024 NEWRX W
[ — Valium 2 MG Oral Tablet ) Brooklyn Gates Pharmacy () 10/18/2024 NEWRX W
[ —— Adderall XR 30 MG Oral Capsul.. @ Brooklyn Gates Pharmacy @ 10/18/2024 NEWRX w

CEDco@DOoOHDKX (P

” 1707 < >
@ send to Pharmacy

Figure 111

3.4 EPCS Alert for Two Factor Authentication
e Once you click on Send to Pharmacy, the EPCS Alert window will display.

e (lick on OK, it will redirect to ID.me Authentication login page.

Figure 112
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3.5 Two Factor Authentication

e [D.me login Sign In appears, please login with valid login credentials.
Prescriber is then logged into their ID.me account.

e Ifyou have selected Push Notification, this is the time where you must
check your mobile device for the notification.

ID.me + O Dienatr,

Signin

Pt

Figure 113: ID.me Sign In screen

e Please go to your mobile device to see notification coming-up from
[D.me requesting you to sign-in.

e Select Sign-in request.

PN —

% AUTHENTICATOR now
sign in request I
Calebmowens@gmail.com is attempting to

sign in to ID.me

calohmowensaaomail com

Figure 114: Notification displaying at mobile device
home screen
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¢ Please tap on ID.me push notification which will request you to select
“Login Request”.

Vi vRma L

Figure 115: Login Request Push Notification at
mobile authenticator app

e Upon clicking “Login Request” push notification, app will take you to a
“Approve this Sign-In?” screen where you must select “Yes” to approve
Sign-in.

Login Request

LnapsY R

Figure 116: Approve sign-in screen at
mobile device
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e Upon clicking “Yes” at “Approve this Sign-In?” screen, two factor
authentication will be completed successfully.

e The user will be returned to Digital Rx Prescription status screen.

ID.me + O Digitat v,

YOu M'¢ AOw returning 10
HIH Digealfte

Figure 117: ID.me+H2H DRx returning screen appears

e Here is an example of the Digital Rx Prescription status screen with a
prescription having successfully been sent to the selected pharmacy.

Drugs sent electronically:

= Xanax 2 MG Oral Tablet (TRANSACTION SUCCESSFUL ; ACCEPTED AND
VERIFIED BY ULTIMATE RECEIVER)

Figure 118: H2H DRx screen after successful 2FA & sending meds to pharmacy
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4. Switching Dual Factor Authentication Between Push
Notification and Code Generator Modes

e Please login with valid login credentials. Prescriber is then logged into
their ID.me account.

ID.me + O @igital R,

Sign ln or sign up for on ocoount

Email

Password

Forgos Password

Or signinwith

§ roceco G ooopgo in Unkean

RS
View in options

Whot s iDme? | Torms of Sorvico | Privacy Policy

Figure 119: ID.me Sign In screen

e ID.me web screen will ask you to enter second factor authentication six-
digit code. Please enter six-digit code that appears over ID.me
authenticator app over your ID.me web screen

e (lick “Continue”. IDme + © Dhgtall

COMPLETE YOUR SIGN IN

Enter a code from your device

Please check your cade generator application and
enter the generated de to complete your

Enter the 6-digit code

667297

‘

Having trouble? Use your recovery code instead.

if youve changed phones from when you previously
set up two-factor authentication, please update your
sel e

WhatisIDme? | Terms of Service | Privacy Policy

Figure 120: ID.me six-digit 2 FA screen
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e Update two-factor authentication screen appears.

e Please click “Continue” to update your two factor authentication
settings.

ID.me + © Digital R

UPDATE 2-FACTOR AUTHENTICATION

@ D

—

—
v

You can securely update your current
2-factor authentication settings or
enroll in a new method in 3 easy steps

« Confirm your email address
« Confirm personal information

« Update 2-factor authentication settings

Whatis ID.me? | Terms of Service | Privacy Policy

Figure 121: Update 2 FA screen

¢ “Confirm your email address screen” appears. Please do not close this
screen.

¢ An email will be sent to the email address used to sign up for ID.me with
a link that you must click to confirm your email.

e Navigate to your email inbox in a new tab or web browser window, find
the confirmation email and click the link.
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ID.me + © Digitai v,

CONFIRM YOUR EMAIL ADDRESS

Aftor your emall is confirmed, return to this page
to continue.
Didn't receive the emai? Send It again
N\
Wiy gfo | m-‘.L? confirm ory

What is Dmo? | Terms of Sorvico | Privacy Policy

Figure 122: Confirm email address

e Update two-Factor authentication screen appears to enter personal
details.

e Make sure you enter same details that were entered at the time of
enrolling to ID.me.

e (lick “Continue” button.

ID.me + O Digital

UPDATE 2-FACTOR AUTHENTICATION

First Name *
Last Name *

Birth Dote * Soclal Security *

e —

Figure 123: Update two FA screen to enter

personal details
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¢ Your Identity has been verified screen appears with “Continue” button.
e (lick “Continue”.

ID.me + O Digial R,
YOUR IDENTITY HAS BEEN VERIFIED

Y

We have successfully verified your identity. You
can now continue to updating your 2-factor
authentication settings.

‘

Whatis IDme? | Terms of Servico | Privacy Policy

Figure 124: ID verification confirmation screen

e “SECURE YOUR ACCOUNT” is the screen that appears after you click
“Continue”.

e Secure your account screen by choosing one of two options to set-up
your two-factor authentication:

[A] Code Generator
[B] Push Notification

e Choose the option that you want to switch to.
ID.me + @ Qigital r,

SECURE YOUR ACCOUNT

bea

g your password, they ) Sig
n as you. You only need to set up your device for
two-factor authentication once.

Select an option below to setup two-factor
authentication

Push Notification
' Approve sign-ins via Push Notifications sent
to the ID.me Authenticator moblle app.

(E523) codo Generator Application
Ger cation codes via code
s like ID.me Authenticator 1o

Figure 125: Secure your account screen

83



™
@ @igital R, Enrollment Guide for Identity Proofing &
Dual Factor Authentication

4.1 Code Generator

e The user will be presented with a screen that will give instructions and
a QR code to scan.

ID.me + @ Qigital r,

SECURE YOUR ACCOUNT

Scan the barcode

Open a code generator app like ID.me
Authenticator on your phone or tablet and scan
the QR code below.

Click "Continue” once you have successfully
scanned the code with your device.

If you are unable to scan the QR code, enter the
below code manually in your phone's app

IBMGF6NQZTMLHYCZ

Figure 126: Secure your account screen with
Scan barcode option for Code Generator

e To scan QR Code from the web screen, please go to “ID.me
Authenticator” app which you have earlier downloaded on your phone
and open the app.

Authentica
tor

Figure 127: ID.me Authenticator
app downloaded in mobile phone
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¢ Go to ID.me authenticator app home screen on your mobile device.

e Add your Account for Code Generator by selecting the green "+" sign in
the top right-hand corner of the screen.

Figure 128: ID.me Authenticator mobile app home screen displaying
“Approve Push Notification” & “Use as Code Generator”

e Add Account screen displays.
e (lick the Scan QR Code button at the bottom of the screen.

Figure 129: Scan QR Code option over mobile
e AQR device scanning box appears.
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¢ Position your phone so the QR code on the laptop screen is in the box.

e When the app automatically captures the QR code, it advances to the
next screen.

Figure 130: Six-digit code appearing over mobile device

e Once scanned, app will generate a six-digit code to be entered on the
next web screen.

9:43 w T -
IDme +=
Code Generator
256 897
Taylor.Smith+2987200@gmail.con G

Figure 131: Six-digit code appearing over mobile device
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¢ Enter six-digit code into the field provided and click “Continue”.

ID.me + © Qigital R,

SECURE YOUR ACCOUNT
Confirm your device

Please check your code generator app and enter
the 6-digit code to complete securing your
account.

Enter the 6-digit code

035219 \

Name your device

m_

WhatisIDme? 1 Termsof Service 1 Privacy Policy

Figure 132: Six-digit code appearing
over mobile device

¢ Confirmation screen appears stating that account got secured with Dual
factor authentication using code generator, click “Continue”.

ID.me + © Digital R,

YOUR ACCOUNT IS NOW SECURE

You have secured your account with two-factor
authentication using a code generator application.

e,
— S

WhatisID.me? | Terms of Service | Privacy Policy

Figure 133: Your account is now secure screen

4.2 Push Notification

e “SECURE YOUR ACCOUNT” screen appears. There are two methods you
can use to download the ID.me Authenticator App:
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e a) Text Message

e b) Email Dune: > WA

SECURE Yomwccoum
1 o 3
Choose app download method

Please download the ID.me Authenticator app to
your smartphone or tablet device to get started.

How would you like to receive the download link?

E =

Text message Email
v

‘Your phone number

= |

Whatis ID.me? 1 Terms of Service 1 Privacy Policy

Figure 134: Secure your account screen with
mobile app download methods

e An alert will pop-up requesting you to allow notifications.
o Select “Allow” to receive notifications.

“Authenticator” Would
Like to Send You
Notifications

Notificatons may Noude alerts,
soundn, and con bacges. Thase
can be configued n Settirgs.

Figure 135: Pop-up requesting to allow notifications
in mobile device
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e Please select “Registration Request” notification.

0557 g
< fop Share

Registration Request

S

Figure 136: Registration request screen to

e Select "Yes" on Registration Request page to complete registration.

Registration Request

Approve this sign in?

No

Figure 137: Registration request screen
with Yes and No options to
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e When you confirm enrollment, and receive the “Registration Success”
prompt, the two-factor enrollment process will be complete, and you
can close the App.

4:36 i a

ID.me + =

& Registration Success

New device successfully registered.

Push-Notification

ID.ME

Taylor.Smith+2987200@gmail.com

Figure 138: Registration Success Screen in
Mobile device

5. Process to Follow if Prescriber is Already Registered
with ID.me to Get that Registration Synced with H2H

e Because the provider has already verified their identity with ID.me, they
will not have to complete the Identity Proofing portion of the ID.me
workflow again.

e However, they still need to proceed through the Digital Rx + ID.me
workflow to set up their two-factor authentication device for Digital Rx
and to enable ID.me to send a back-end data response to Digital Rx.

e The prescribers who have already been proved to the LOA3 level with
ID.me for other EMRs/EHRs should:

e Follow the steps as if they were enrolling to ID.me for the first time in
the Digital Rx + ID.me workflow by clicking on 'Verify with ID.me' from
your hosted landing page (HLP),
https://h2hdigitalrx.com/enrollment.html.
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e |
0 Dyital &, ID.me
e

Enroll with ID.me for ID Proofing & Two factor authentication for
H2H Digital Rx EPCS capability.
Have this ready and on-hand with you before ID.me Registration

1. Personal Email-ID & Mobile number

2 88N, NPI & DEA Certification [You will be asked to check each DEA schedule that you are certified to
prescrbe]

3 State hicense [OR] State ID [OR] Passport [OR] Passport card for ID proofing

4. An Android or IOS (Apple) smartphone with Intemet & camera to download mobile app & scan QR Code

m Verify with |D.me

Help Documents:

= Here is the Enroliment Guide to access directions on how to begin registering with ID.me now. The
process should take between 10-20 minutes

« Here Is the H2H+ID me_Info supporting document which speaks about why do prescribers need to verify
thier identity with ID.me

« Here is the "Virtual in Person Proofing" document to understand what will be required of providers that

are unsuccessful in the online identity proofing workflow during initial enroliment with ID.me

Figure 139: Hosted Landing Page with button to “Verify with ID.me”

e After clicking Verify with ID.me from your HLP, they should Sign in to
ID.me with the same username and password they have already used to
create an account with [D.me.

ID.me + O Dignair

Signin - v

[

v

Figure 140: ID.me Sign In screen
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e After signing in, they up their 2FA or two factor authentication devices.
They will skip the Identity Proofing steps (already complete).

ID.me + © Qigital R,

SECURE YOUR ACCOUNT

Add an extra layer of security to your account.
With two-factor authentication even if someone
guesses your password, they won't be able to sign
in as you. You only need to set up your device for
two-factor authentication once.

Select an option below to setup two-factor
authentication

Push Notification
Approve sign-ins via Push Notifications sent

to the ID.me Authenticator moblle app

(35s3] code Generator Application

Generate verification codes via code
generator apps like ID.me Authenticator to
signin,

Select

Figure 141: Secure account screen with options available to set-up 2FA
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e After completing the 2FA, they should be taken either to the Medical

Credential check steps (if not already complete for this other
EMR/HER).

ID.me + @ (Dhgitair,

VERIFY USING YOUR DEA SCHEDULE AND
NATIONAL PROVIDER IDENTIFIER NUMBER
Your NPt numbor aecd DEA ssumnet are needed o

werdy your klonhity

Tha N&1 oo 15 0 uniquo K-cight idors ficaton

OUMbor issuod 1o covoroct hoo!

COre prosvidors by
tho CMs {D:v 1003 for Mot ooro ono Mosood

Sorvioos)

NPINumber®

A DCA crarmiber 13 on idonlflor aesgred to a heakh
COre provicios try o Usitod Slotes Drnug Inforcement
Admratration aloamng thom lo weito proscrptices
for contrafied sutistoncos. An cxcrreio DEA numbor

dormat i "RINZTAAY

DEA Nurbr *

DEA Soedude

Continue

Vet s IDme? | Torms of Servicn

Frvocy Pollcy

Figure 142: Medical Credential check screen to
enter NPl & DEA number

93



™
G @igital Ry Enrollment Guide for Identity Proofing &
Dual Factor Authentication

e Then, ultimately the consent Allow screen, where they will allow
consent to share information back to H2H.

ID.me + © Digital R,

AUTHORIZE DRX

\/J

WE'VE VERIFIED YOUR IDENTITY!

Before we send you back to Drx, we need your
y y
permission to share your verified identity
information

Please note that only information obtained from
the verification process will be shared

Drx will receive:

© Emall @ Medical DEA
Registration

& First Name Expiration Date

€& Last Name & Medical DEA

Registration State
& Medical DEA Number 8

& Medical DEA
Schedules

Make sure you click "Allow" to pass
these values to H2H Digital Rx

& Medical NPI Number

\ Deny

You can remove this access at any time by changing your
ID.me account settings.

What is ID.me? | Terms of Service | Privacy Policy

Figure 143: Consent Allow screen to authorize DRx

Because the providers in this situation have already completed Identity
Proofing, they should have a shorter than normal Digital Rx + ID.me workflow

experience.

¢ For more information related to ID.me process, go to
https://help.id.me/
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